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Abstract—Human-centered threat modeling (HCTM) is an
emerging area within security and privacy research that fo-
cuses on how people define and navigate threats in various
social, cultural, and technological contexts. While researchers
increasingly approach threat modeling from a human-centered
perspective, little is known about how they prepare for and en-
gage with HCTM in practice. In this work, we conduct 23 semi-
structured interviews with researchers to examine the state of
HCTM, including how researchers design studies, elicit threats,
and navigate values, constraints, and long-term goals. We find
that HCTM is not a prescriptive process but a set of evolv-
ing practices shaped by relationships with participants, disci-
plinary backgrounds, and institutional structures. Researchers
approach threat modeling through sustained groundwork and
participant-centered inquiry, guided by values such as care,
justice, and autonomy. They also face challenges including
emotional strain, ethical dilemmas, and structural barriers
that complicate efforts to translate findings into real-world
impact. We conclude by identifying opportunities to advance
HCTM through shared infrastructure, broader recognition of
diverse contributions, and stronger mechanisms for translating
findings into policy, design, and societal change.

1. Introduction

Security and privacy research has long recognized that
building effective protections requires understanding users’
behaviors, needs, and practices [4], [16]. While much of
the field historically focused on securing technical systems,
researchers increasingly recognize that addressing security
and privacy risks requires engaging not only with technical
systems, but with how people perceive, experience, and
manage threats in their everyday lives.

Researchers have begun using human-centered threat
modeling (HCTM) to better identify how security and pri-
vacy can meet human needs, focusing on threats to people
rather than systems and aiming to surface harms as they are
lived within specific social, cultural, and technological con-
texts [86]. By centering people’s lived experiences, HCTM
enables researchers to surface overlooked threats and guides
the development of technical, educational, policy, or societal
solutions that are more realistic, effective, and equitable.
There has been a growing body of research modeling threats
across a range of contexts. Studies have focused on threats
to specific communities [17], [26], [44], [48], [71], threats

from particular technologies [28], [42], [54], individual ex-
periences of harm [76], [81], [90], and risks to populations
in particular locations [5], [64], [92]. Together, this work
reflects a wide-ranging effort to understand how the field of
usable security and privacy can better meet a diverse array
of human needs.

Recognizing the need to bring structure to this emerging
area, we formalized the study of human-centered threat
modeling [86] in a Systematization of Knowledge (SoK)
paper. Using a corpus of 78 papers, the SoK introduces a
formal definition of HCTM and proposes a framework struc-
tured around four components—context, threats, protective
strategies, and reflection. The SoK also offers practical guid-
ance for conducting HCTM studies, identifies how HCTM
differs from traditional systems-based threat modeling, and
illustrates how deep engagement with a community can help
achieve researcher goals to center human safety.

While the SoK significantly advanced our understand-
ing of HCTM, it could only surface what was reported
in publications. As a result, we still know little about
the behind-the-scenes practices that researchers engage in
and the challenges that force researchers to forgo pursuing
certain efforts. For example, the HCTM framework [86]
includes groundwork as a preparatory step and emphasizes
that context influences the HCTM process. However, we
don’t know the specific challenges researchers face when
conducting such groundwork or why researchers choose to
focus on one context over another. Because the process of
building human-centered threat models depends so heavily
on researchers’ situated judgments and adaptations [86],
understanding researcher experiences and viewpoints can
offer important lessons about HCTM for novice researchers,
identify challenges that hinder greater impact, and provide
insights for the field to become more effective.

To better understand the behind-the-scenes practice of
HCTM, in this work we conducted interviews with 23
researchers. Our interviews covered a wide range of topics,
spanning current practices (groundwork, how threats are
elicited), challenges, vision (long-term goals, making an
impact), motivation, and advice to new researchers. These
topics evolved during the early stages of interviews, based
on themes that emerged, and were all carefully centered
on HCTM rather than broader usable security and privacy
research. This afforded us a rare opportunity to reflect on
the field’s current trajectory and identify opportunities for
strengthening the impact of HCTM as researchers continue
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to seek solutions that meet human needs.
Contributions of this paper include:

o We analyze researcher motivations and long-term goals
for pursuing HCTM, highlighting how deeply held
values such as care, justice, autonomy, and safety shape
research choices.

o We surface current practices for designing and con-
ducting HCTM studies, centered on the importance of
sustained groundwork and best practices for eliciting
threats through broad participant-centered inquiry.

o We identify emotional and practical challenges re-
searchers face conducting HCTM studies, as well as
structural barriers that limit the translation of findings
into action.

o We investigate how researchers envision HCTM mak-
ing greater impacts through stronger engagements with
industry, policy makers, and communities. Researchers
also identify needed changes to their research culture,
including expanding what counts as a valuable contri-
bution beyond publications and fostering new forms of
collective infrastructure to sustain work over time.

We conclude by discussing lessons learned and future
directions for HCTM, including building stronger bridges
to industry and policy and embracing pluralism in methods
and evaluation standards. We also highlight the political
constraints that U.S. researchers will need to navigate in
order to continue obtaining funding for HCTM research.

2. Background and Related Work

2.1. Human-Centered Threat Modeling

HCTM is the process of identifying how individuals
or communities perceive, navigate, and manage risks to
themselves. It centers on people’s lived experiences and is
grounded in understanding the social, cultural, and techno-
logical contexts in which they operate. The SoK on HCTM
[86] created a framework of four interconnected compo-
nents: context, the environments in which risks emerge;
threats, the concerns or harms participants identify; protec-
tive strategies, the actions taken to mitigate those risks; and
reflection, the process of evaluating with participants what
strategies work, what barriers exist, and what changes are
needed.

While HCTM research spans a wide range of topics,
we highlight several areas of focus to illustrate its breadth.
As an example of research focused on a particular threat,
researchers have extensively studied online hate and harass-
ment. An SoK from Thomas et al. [83] offers a taxonomy
of attack types, prevalence estimates, and risk factors, and
proposes community-oriented responses. As an example of
research focusing on populations, researchers have studied
at-risk groups, such as activists [17], [44], journalists [29],
members of the LGBTQ+ community [44], [66], or refugees
and immigrants [69], [80], [85]. An SoK by from Warford
et al. [89] unifies this research by developing a set of risk
factors, illustrating how these factors put different categories
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of groups at increased risk. They also identify a wide range
of protective practices and barriers to protective practices.
As an example of research focusing on a particular tech-
nology, researchers have studied privacy perceptions of IoT
devices in a variety of contexts, such as smart speakers [3],
[37], [42], [49], smart homes [6], [77], [79], [93], and smart
cities [20].

HCTM builds on the tradition of systems threat model-
ing, a foundational practice in security engineering aimed
at identifying and mitigating vulnerabilities in technical
systems [68]. In systems threat modeling, threats are often
generalizable and cataloged in frameworks such as STRIDE
[15] or attack trees [63], with security engineers viewed
as the domain experts responsible for defense. In contrast,
HCTM reorients the process around people rather than
systems [86]. People come with contexts that are shaped
by their social identities and lived experiences. Likewise,
threats are situated, not standardized, and encompass tech-
nical, physical, emotional, relational, or societal harms [67].
Here, participants are the experts on their own risks, and re-
searchers serve as partners in surfacing those threats. These
differences mean researchers must engage deeply with con-
text, adapt methods, and navigate ethical and methodological
challenges. Understanding how researchers carry out this
work offers crucial insight into how HCTM is practiced and
how it can continue to evolve.

2.2. Meta-research in Usable Security and Privacy

While human-centered security research often focuses
on specific technologies or populations, a smaller body of
work has turned the lens inward to study how research itself
is conducted, reported, and understood within the commu-
nity. The aim of meta-research is to strengthen practices
related to methods, reporting, reproducibility, evaluation,
and incentives [33], [38], [43]. This kind of reflection
contributes to broader efforts to strengthen the “science
of security,” a movement that calls for a more systematic
and rigorous foundation for security research [34]. Herley
and van Oorschot caution against importing scientific norms
from other fields without examining the unique goals and
constraints of security research, noting a lack of consensus
around evidence, progress, and epistemology in the field of
security [34]. In contrast, Spring et al. [74] contend that
security already operates as a science, not one grounded in
universal laws or falsifiability, but in structured observation,
mechanistic explanation, and pluralistic inquiry.

In usable security and privacy, this reflexive turn has
taken several forms. Hasegawa et al. reviewed participant
samples across published studies, revealing a strong WEIRD
bias that limits generalizability and reproducibility [33]. Ja-
cobs and McDaniel conducted a qualitative analysis of user-
centered research, identifying key themes, methodological
trends, and gaps in how end-users are represented [39].
Klemmer et al. examined transparency in study design and
reporting, revealing a gap between researchers’ values and
what venues reward [40]. Bellini et al. combined literature
review and oral histories to surface the often-invisible labor
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of mitigating digital-safety risks for both participants and
researchers [7]. Distler et al. reviewed how risk is modeled
in user studies, finding wide variation in methods [18]. Suray
et al. analyzed “future work™ statements in SOUPS papers,
tracing whether authors followed through, and offering in-
sight into how research agendas evolve over time [78].

2.3. Social, Moral, and Political Values in Science

Debate over the role of values in science has lasted for
decades [19]. The idea that science is and should be value-
free rests on the argument that science objectively pursues
truth using neutrality and impartiality, with moral autonomy
from society [41]. Douglas, on the other hand, argues that
scientists must consider the consequences of their work and
therefore can’t maintain a value-free ideal [19]. She believes
social, moral, and political values are an essential part of
scientific reasoning. Her work leads not to a rejection of
scientific objectivity, but instead a framework for how to use
values in science.! Brown summarizes the decades of debate
by stating that there is “near consensus among philosophers
of science ... that the ideal of value-free science is untenable,
and that science not only is, but normatively must be, value-
laden in some respect.” [10]

Within computer science, Nissenbaum has argued that
computer systems embody values [56] and that those who
design computer systems have a responsibility to take val-
ues into consideration, enumerating values such as “liberty,
justice, enlightenment, privacy, security, friendship, comfort,
trust, autonomy, and sustenance.” [22]. Likewise, CS educa-
tors have argued for incorporating social values into ethics
courses [21] and into the undergraduate curriculum as a
whole [46], [52]. Value-Sensitive Design (VSD) similarly
advocates for the intentional integration of human values
into the technical design process. VSD emphasizes that
autonomy is protected when users are granted control over
the “right things at the right time” and provides a taxonomy
for identifying and mitigating preexisting, technical, and
emergent biases within computer systems [25].

When science intersects with political values and public
policy, it has led to debates about the role of science
in politics. This is particularly noted within the areas of
climate science [87], public health [11], [13], and various
areas of CS research, including disinformation, Al, and tech
harms [51]. The current political climate in the U.S., with
numerous cancellations of science and education grants,
particularly aimed at ending diversity, equity, and inclusion
efforts, can be framed as part of a larger “attack” on science
from some political interests [1]. This has led to calls for
collective action from the university community [60], with
some arguing that science has always been political [84],
and scientists themselves becoming political activists [27].

Our work demonstrates that researchers engaged in
HCTM are motivated by social and moral values, adding to
the complex picture of scientists pursuing research that may

1. Many other critiques of value-free science have been made, notably
from a feminist perspective [32].
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conflict with efforts to end government funding for work that
aims to help vulnerable or at-risk populations [50], [70].

3. Methods

In this study, we explored how researchers conduct
HCTM in practice, their challenges and motivations, and the
future they envision for the field. To this end, we conducted
23 interviews with researchers actively engaged in HCTM.

3.1. Selection Criteria and Recruitment

To identify researchers actively engaged in HCTM, we
began by using an open dataset? of papers from the SoK on
HCTM [86]. We supplemented this corpus by searching for
additional recent papers published on HCTM at major S&P
and HCI venues (IEEE S&P, USENIX Security, SOUPS,
CCS, NDSS, PETS, CHI, CSCW). Our operational defini-
tion of HCTM incuded research examining how individuals
perceive and respond to threats affecting their safety, privacy,
or security [86].

While this approach helped identify an initial pool, we
found that many authors from the original dataset were no
longer actively working in HCTM. To focus on researchers
currently engaged in this area, we shifted to identifying
individuals who had recently published related work at these
venues. Researchers were eligible if they had authored at
least one paper falling under our operational definition of
HCTM, even if their work did not explicitly refer to it as
such. To recruit participants for our study, we contacted
them via email, inviting them to voluntarily contribute their
perspectives and insights as participants.

3.2. Participants

To protect participant privacy in the small, well-
connected research community, we report only aggregated
demographics. Our sample comprised 23 researchers ac-
tively engaged in human-centered threat modeling, most
having published multiple HCTM papers in the venues listed
above. Since our goal was to understand the behind-the-
scenes practices for HCTM, all of our participants had
published at least one paper that used HCTM.

Seventeen participants were based in the United States,
and six were based outside the U.S., with two each from
Germany, Canada, and the United Kingdom. They repre-
sented a diverse range of institutions, including R1 uni-
versities, liberal arts colleges, government agencies, and
industry research labs. Participants had varying levels of
experience: eight were senior researchers (including full
professors and industry leads), nine were mid-career (pri-
marily assistant and associate professors), and six were
junior researchers (PhD students or early-career postdocs).
Roles included one instructor, five assistant professors, three
associate professors, two full professors, five PhD students

2. Dataset from the SoK on HCTM: https://github.com/Usable-Security-
and-Privacy-Lab/IEEESP25-SoK/blob/main/corpus.md
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or candidates, two postdoctoral researchers, and five partici-
pants in research scientist, practitioner, or engineering roles.
Most participants (18) were based at academic institutions,
with the remaining affiliated with government labs, research
institutes, or industry.

The interviewees collectively published 1106 (median
= 22) papers over their careers, including 246 on human-
centered threat modeling (median = 8).

3.3. Interviews

We conducted semi-structured interviews to gather in-
sights into their experiences, practices, and challenges.
While we began with a guiding set of questions, our in-
terview protocol evolved as themes emerged and our under-
standing of the space deepened. Early interviews focused
on how researchers conduct HCTM (such as their study
designs, threat elicitation methods, and community engage-
ment), because we were interested in surfacing method-
ological patterns across projects. However, as researchers
brought up their values, motivations, and goals that guided
their work, we added questions on these topics after the
third interview. We likewise added questions about next
steps to elicit opinions about where the field is going, partly
informed by our engagement with the field (3.6), partly by
keen participant interest in the subject.

To set the context for the interview, we began by explain-
ing the study’s purpose, provided our definition of HCTM,
and briefly discussed their work on HCTM. We asked par-
ticipants if they agreed with our categorization of their work
to verify their eligibility and begin the conversation.

During the interview, we explored their research pro-
cesses, approaches to groundwork, challenges, long-term
goals, values, and perspectives on the future of the field
of HCTM. To scope the discussion, we began by focusing
on a specific paper or set of papers from their body of
work, which we had selected in advance. This allowed
us to ask detailed questions about that particular project,
such as their processes, approaches to groundwork, and the
challenges they encountered. For broader topics, such as
their values, long-term goals, and perspectives on the future
of the field, we expanded the discussion beyond individual
projects. These questions were designed to capture their
overall outlook on their work and the direction of the field.

We conducted interviews via Zoom, with audio record-
ings captured through the platform and transcriptions gen-
erated using Otter.ai. The first author reviewed all tran-
scripts for accuracy and consistency with the recordings. We
informed participants in the consent form that we would use
Otter.ai for transcription. We did not offer compensation
to participants. Interviews lasted an average of 39 minutes.

3.4. Data Analysis

To analyze our data, we employed thematic analysis [9],
using a hybrid approach combining deductive and inductive
coding. We first familiarized ourselves with the transcripts,
and created seven primary categories based on our research
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objectives: groundwork, how to elicit threats, challenges,
long-term goals, values, advice, and next steps. These cate-
gories formed the initial structure of our codebook. Within
each of these pre-defined categories, we then applied in-
ductive coding to the entire transcript. This involved read-
ing through the whole transcript as a cohesive data unit
and identifying emergent themes, patterns, and concepts.
This hybrid approach allowed us to maintain focus on our
research objectives while remaining open to unexpected
insights and nuanced themes that emerged from the data
itself [12], [82]. Two researchers jointly coded all the tran-
scripts and any disagreements were resolved via on-the-spot
discussions. We identified themes iteratively throughout the
interview and coding process, writing memos and discussing
potential themes together. We regularly revised and synthe-
sized themes to capture insights we felt would be valuable
to researchers engaged in HCTM. Our codebook is available
here.

3.5. Member Checking

After completing the draft, we shared the paper and
a short summary’here. with all participants to validate
our interpretations and representation of their interviews.
Following best practices for member checking [47], we
asked whether the findings represented their experiences
accurately and whether there was anything they would like
to add, remove, or revise. We provide the invitation email
and questions in Appendix B. Feedback from this process
informed several clarifications and minor refinements to the
final paper.

Participants largely agreed with our findings and their
presentation, and no new themes emerged from this process.
Feedback informed minor refinements focused on clarity and
ensuring anonymity: we edited one description to remove
details about the participant’s area of work and revised an
associated quote to remove identifying information. We also
removed one quote at a participant’s request and clarified
one section that a participant noted was unclear and required
additional detail.

3.6. Researcher Positionality and Values

We approach this study as researchers situated within the
human-centered security and privacy community. Our inter-
est in HCTM stems from our own experiences conducting
qualitative security and privacy research with marginalized
populations, and from a broader commitment to understand-
ing how security research can be made more inclusive,
context-sensitive, and socially responsive. We also have
conducted systems research and threat modeling for systems.
We view HCTM as a sociotechnical process shaped by the
context of participants as well as the relationships between
researchers and the communities they study.

3. All our supplemental materials, including the summary doc-
ument are available at https://github.com/Usable-Security-and-Privacy-
Lab/IEEESP26-HCTM
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We acknowledge that our dual roles as interviewers and
as fellow researchers in this space may have influenced how
participants shared their experiences. We took care to frame
the interviews as collaborative and exploratory. We see this
work as part of an ongoing conversation about how the field
defines its goals and models threats in ways that reflect
people’s lived experiences.

3.7. Limitations

The perspectives included here reflect the experiences of
researchers who regularly publish HCTM-focused papers in
leading security and privacy venues and who were willing to
participate, but may not capture the full diversity of HCTM
practices. We aimed to include a diverse sample in terms of
expertise, methodological approach, and experience level.
However, our participant pool was limited to individuals
based in North America and Europe, despite efforts to
recruit researchers from other regions. While our sample
included six participants based outside the United States,
the majority of participants were U.S.-based. As a result,
our findings largely reflect the U.S. context and highlight
issues, practices, and institutional norms that may be spe-
cific to that environment. Researchers in other regions may
face different challenges or approach human-centered threat
modeling with alternative methods that are not captured
here. Likewise, our participant pool was also driven in
part by the personal connections of the authors to other
researchers in the space.

We view HCTM as primarily a research methodology.
Five of our participants are practitioners in roles outside
of academia, while also publishing using this method in
academic venues. Our sample is not large enough to indicate
that HCTM is widely used outside of the research con-
text. Future work should discuss HCTM with practitioners,
exploring the extent to which they are already practicing
HCTM methods, what they have to learn from researchers
who conduct HCTM, and any practices they have that
might be incorporated into a revised HCTM framework and
guidelines.

Additionally, our study is based on self-reported ac-
counts, which reflect how participants remembered, framed,
and interpreted their own work. These narratives may not
fully align with how their practices appear in publications
or how others in the field perceive them. Finally, our po-
sitionality as researchers within the HCTM space shaped
the questions we asked and how we interpreted participant
responses. We acknowledge that other researchers may draw
different insights from the same conversations.

Despite these limitations, we believe this work offers
a valuable window into how HCTM is currently practiced
and provides a foundation for future research to examine,
critique, and expand this emerging area.

4. Findings

Our findings span four topics, covering motivation and
values (why the work is pursued), work behind the scenes
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(how the work is conducted), challenges (what gets in the
way of the work), and next steps (how impact can be
increased).

4.1. Motivation and Values

We talked with researchers about how they chose a
threat-modeling research project, as well as their long-term
goals. These topics helped us to uncover their motivations
for engaging in HCTM, which were grounded in their per-
sonal values. While not all participants directly articulated
how their values influenced their research process, for many,
values shaped not only the motivation for doing HCTM but
also the trajectory of the work.

Researchers who regularly engaged in community-
centered threat modeling were strongly motivated by values
such as caring, humility, fairness, and social justice. Re-
searchers who took a more technology-centered approach
typically focused on agency, autonomy, privacy, or safety.
We emphasize that not all values were universally held;
rather we report the totality of values researchers expressed.

4.1.1. Caring about people. Those engaged in community-
based research framed their work around caring, hoping they
could benefit a specific community:

“It comes from this underlying assumption that we care
about the people that we’re researching and we want
the research to benefit them as much, if not more so,
than it benefits us, right? And not coming from it with
a perspective of like, well, I'm just doing this because
it’s trendy, because it’s more popular now.”

One researcher saw beauty in understanding how people
interact:

“I want them to eventually come around to seeing like,
the ways that their norms and behaviors are, like,
really beautiful, like, just gorgeous, interesting ways
of connecting, setting boundaries, building community,
and that they are valued and have led to breakthroughs
in our conception of what privacy even is.”

Finding a community they could help sometimes started
with students and their interests. One senior researcher
explained that their lab tends to attract students with a strong
commitment to a community, which organically shapes the
lab’s research agenda:

“We’ve established this lab that uses certain methods
and asks certain types of questions. And we tend
to attract students who really care about supporting
different types of communities. ”

In other cases, the decision to pursue a topic stemmed
from long-standing personal interest or emotional invest-
ment in an issue. For example, having a family member with
a disability led to one researcher’s interest and subsequent
work with that community. Further, researchers reported that
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they tend to avoid engaging with communities they are not
part of or with which they lack familiarity.

4.1.2. Humility and respect. Researchers expressed values
centered around protecting communities they worked with.
They mentioned humility, recognizing that they may not
be a part of the community they study and may not fully
understand their concerns or the harms community mem-
bers experience. They stressed centering participant voices
and being careful to separate their own views from what
participants say. Researchers discussed striving for respect,
to ensure that they accurately represented the perspectives
and behaviors of participants:

“I feel like that the populations that I study have
had bad experience with researchers because they’re
used to researchers coming to them, studying them as
outsiders, from the perspective of outsiders, and not
bothering to understand their values and how those
values influence their behaviors...it’s so off putting,
like, I don’t want to be studied so that someone can
call me weird, right?”

Similarly, another participant said that “one person also
told me that they don’t like to be studied like exotic animals
in a zoo”. Likewise, participants expressed that participants
deserve dignity and have a right to anonymity. One par-
ticipant expressed a “principle of participation,” meaning
that they would strive to hire members of the community
on their research team. Another expressed a desire to help
participants understand the valuable contributions they had
made to research. Finally, participants mentioned following
standard ethical practices in the research community, includ-
ing ensuring informed consent, maintaining confidentiality,
transparently communicating how participant data will be
used, and avoiding research that could lead to harm.

4.1.3. Social justice and equity. Some participants ex-
pressed a desire to work toward social justice or equity, in
line with prior work discussing embedding justice elements
in research [8]. One participant explained:

“I would see the world as sort of fundamentally a place
with a lot of inequities. And if we want the world to
be a safer place, I think the world also needs to be
a more fair and just place. I think a lot of security,
privacy, safety problems are a result of systems that
value some people over others.”

Others described equity as ensuring that everyone’s
voice is represented equally, or that systems were designed
so that they work for everyone. Still others expressed a
desire to avoid harm, especially for those with the least
power in society. A different set of participants spoke about
wanting to “make the world a better place”. Solving prob-
lems in society was seen as more important than publish-
ing a paper. Helping people didn’t necessarily equate to
providing a technical solution; in fact, often researchers
acknowledged that technology might not necessarily help
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or might be part of the problem. For some, they viewed
their research as simply helping to make sense of the world.
Their commitment to justice involved working with groups
that are often criminalized. One participant shared that their
efforts to surface and mitigate harms experienced by such
communities were sometimes met with skepticism, as if
acknowledging those threats implied endorsing the group’s
actions. This pushback reveals how threat modeling is not
only guided by researcher values, but also constrained by
broader societal narratives about whose safety is seen as
legitimate. In contrast, some participants struggled with the
notion that they might want to make the world a better
place, indicating they didn’t know whose “version” of a
better place was more correct, or stating that they didn’t
want to push their vision on the rest of the world.

4.1.4. Privacy and autonomy. Naturally, researchers con-
ducting HCTM shared values related to security, safety, and
privacy. What was notable was how they conceptualized
and expressed their privacy values. Some researchers had
particularly strong conceptions of privacy, expressing the
belief that privacy is a fundamental right, or that technology
should implement privacy as a default. For example, one
researcher noticed that Venmo’s default setting made all
transactions public and described this design as “weird”
from a privacy perspective. This observation motivated a
study on social norms and default visibility in financial apps.
Other researchers viewed themselves as making practical
trade-offs between privacy, security, and usability, or not
being dogmatic about it.

Participants linked privacy to agency and autonomy,
expressing a desire to enable people to make decisions
regarding their information. This was grounded in a value
of respecting people’s choices and withholding judgment if
they thought or acted differently than the researcher.

Some researchers focused primarily on autonomy as a
broader value, discussing a desire to make knowledge acces-
sible outside of academia, so that people could be empow-
ered. Likewise, others connected autonomy and respect to
“democratizing tech”, consisting of openness, transparency,
and accessibility.

4.1.5. Tensions. Participants relayed a number of tensions
concerning their values. They acknowledged the impact
their values had on their research, and some indicated that
they could be listed in a positionality statement. However,
others struggled with whether it was appropriate to mention
them in a scientific paper, worrying that the community
wouldn’t accept papers that mentioned values. This reflects
the tension between a values-free ideal of science versus a
value-infused reality (§2.3). Other researchers discussed that
research based in social justice values, or research taking
a critical or interpretivist perspective, was in the minority
view in the security and privacy community. This could lead
to negative peer reviews or questions from funding sources
about the need for this kind of work.
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4.2. Work Behind the Scenes

We asked researchers how they approach human-
centered threat modeling in practice. We highlight two key
aspects of this work: the often-unreported groundwork that
shapes how studies begin and evolve, and the strategies
and decisions researchers make when eliciting threat models
from participants. Together, these findings provide a view
into how human-centered threat modeling is enacted day-
to-day, beyond what appears in published papers.

4.2.1. Groundwork. We talked with researchers about the
types of groundwork they engaged in to inform their HCTM
studies. This helped us explore an aspect of research prac-
tice often missing from published papers: the early-stage
efforts researchers undertake to understand the communities,
technologies, and threats they study. Participants described
groundwork as essential to HCTM, not as a preliminary
step, but as a continuous process that unfolds throughout the
research and actively shapes how threat models are surfaced
and understood.

Researchers often framed their contributions through
one of three lenses: a focus on a particular community
(e.g., immigrants, incarcerated people, women, older adults),
a technology (e.g., AirTags and smart home devices), or
a threat (e.g., harassment, image-based sexual abuse, and
surveillance). These orientations frequently intersected but
broadly fell into two types of groundwork: community-
centered (starting from the lived experiences and needs of
a population) and technology-centered (starting from the
features, affordances, and constraints of specific systems).
When researchers oriented their work around a threat, they
typically grounded the study in a specific population, a
particular technology, or both. Accordingly, we focus here
on the two primary types of groundwork that emerged
from our participants: community-centered groundwork and
technology-centered groundwork.

Although presented separately here, community- and
technology-centered groundwork often co-evolved. Under-
standing lived experiences frequently revealed technical
questions to investigate, and hands-on technical analysis
uncovered social dynamics that required community insight.
Together, these intertwined practices illustrate how much of
HCTM’s labor happens before formal data collection and
continues on afterward.

Community-centered  Groundwork. Researchers
stressed that meaningful community involvement is critical
for identifying threats rooted in lived experience, since
without it, threat modeling risks becoming abstract or
misaligned.

“I will want to connect with people in the community
to check my understanding and also make sure that
whatever I'm going to solve is actually a problem for
the community. I never want to parachute in and be
like, ‘Aha, I think you have a problem’, and they’re
like, ‘No, this is not a problem. Why are you here? Go
away.”

Participants described groundwork as unfolding along
three interrelated dimensions. (1) Connecting with the com-
munity involves initiating relationships and building trust.
Researchers described doing so through local organizations,
informal networks, or pre-research activities like workshops
to establish access and credibility. (2) Understanding the
community entails learning how communities define and
experience threats, harms, and protections. Researchers en-
gaged with public discourse, adopted local language, and
drew on interdisciplinary knowledge to avoid imposing ex-
ternal assumptions. (3) Working with the community refers
to ongoing collaboration during the research process. Partic-
ipants described co-developing materials, sharing findings,
and working with community insiders to ensure the research
remained respectful, context-sensitive, and grounded in the
community’s own ways of articulating risk.

While they did not explicitly use the term community-
based participatory research (CBPR) [30], [65], we observed
strong parallels in their emphasis on sustained, equitable
engagement. Table 1 outlines the strategies participants
shared for each dimension, along with example stories and
how these practices align with CBRP principles. Some
of these practices also intersect with Bellini et al. [7] as
they recommend best practices for participant engagement
when conducting digital safety research with at-risk groups.
Our participants framed similar practices as critical for
grounding threat modeling in lived experience and ensuring
contextual accuracy.

Technology-centered groundwork. Those studying
specific technologies described a need to deeply understand
the tools and practices. For HCTM, knowing what a tech-
nology is supposed to do is rarely enough. Researchers need
to understand how it actually behaves, including what data
it collects, how users interact with it, what assumptions are
embedded in its design, and how it might exacerbate harm.

To do this, researchers engaged in various forms of
groundwork. Some reviewed prior literature to identify what
others had found about a particular system. Some bought
or used the technology themselves, replicating typical user
behaviors to explore the system’s surface-level functions as
well as what happens in the background. This often meant
going beyond the Ul to examine data flows, privacy settings,
logging behavior, or default permissions.

“It usually starts with a bunch of Google searches,
but that only goes so far. So we end up buying a
bunch of smart home devices to see how they actually
behave, especially when it comes to stuff like access
controls. A lot of the info online is either outdated or
very supeftficial, so testing things ourselves is the only
way to really understand what’s going on.”

One researcher shared how their groundwork involved
analyzing traffic data and domain rankings to understand the
popularity of different modified versions of a widely used
messaging app. They then conducted exploratory analysis on
the most prominent variants, examining permissions, third-
party libraries, and potential security risks.
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TABLE 1. COMMUNITY-CENTERED GROUNDWORK STRATEGIES

Strategy

Example Researcher Story

CBPR Principles

Gain entry through community insiders

A researcher gained access to a closed, sensitive online group after
being introduced by a trusted member who vouched for them.

One researcher spent the first few months of their postdoc meeting with
community organizations to understand local concerns before defining
their research problem.

A participant conducted security and privacy workshops with teens for
over a year before starting formal study procedures.

A participant connected with a community through a friend of a friend
within the usable security field who was part of that community.

Community as unit of identity; build on
community strengths; equitable partnerships

Build on community strengths

Co-learning and capacity building; mutual
benefits; sustainable, long-term partnerships;
equitable partnerships
Community as unit of identity; Build on
community strengths

Before designing their studies, researchers spent hours on Reddit read-
ing personal narratives shared by community members to learn how
communities discussed harm and support-seeking.

One participant learned from Instagram infographics about race, gender,
and class to inform their understanding of how safety threats were
framed and experienced by the community.

A research team studying children’s digital safety partnered with pe-
diatricians and child psychologists to help design age-appropriate and
ethically sound methods.

A participant reflected on how their own experiences of marginalization
informed the way they asked questions and engaged with participants.
Researchers intentionally listened for the vocabulary people used to
describe harm and adapted their own terminology and framing accord-
ingly.

Focus on local issues of public concern;
build on community strengths

Focus on local issues of public concern
Co-learning and capacity building; equitable
partnerships

Co-learning and capacity building

Community as unit of identity; focus on
local issues of public concern

o0
% Partner with local organizations and
3 .
g unions
]
S
Run pre-research workshops
Leverage informal personal networks
Read community forums and online dis-
course
g
| Follow popular and interdisciplinary dis-
g course
&
1]
St
2 .
T Partner with experts
=}
Draw on researcher positionality
Learn the community’s language and
framing
Hire community insiders as consultants
o0
£
=
§ Collaborate with other researchers from

the community

Check your findings with the community
(Member checking)

One researcher hired a paid consultant from the community they were
studying to help review and refine recruitment materials and study
instruments.

A participant collaborated with a co-author from the same region as
their study participants to help interpret cultural and linguistic nuances
in the data.

A researcher working with a disabled community periodically shared
preliminary findings throughout the study to gather feedback and ensure
the results accurately reflected participants’ lived experiences.

Build on community strengths; equitable
partnerships

Equitable partnerships; co-learning and ca-
pacity building

Share results with all partners

Others described informally learning from the people
around them, such as talking to friends, family, or people
they met in everyday life to hear how technologies were
being used and what kinds of problems or workarounds
people had developed.

4.2.2. Eliciting threat models. We asked researchers how
they go about understanding the threat models of their
participants, with the goal of surfacing both current practices
and emerging best practices in HCTM. While the SoK on
HCTM identified the methods researchers use [86], our
study provides deeper insights into researchers’ epistemo-
logical reflections on how those methods are applied in
practice. These reflections underscore that the quality of a
threat modeling exercise depends not just on the method
used, but on how the study is carried out including how
questions are framed, when they are introduced, and the
context in which they are asked [61].

Researchers emphasized that centering people is essen-
tial. Without engaging participants directly in the process,
researchers may miss critical aspects of their threat land-
scape and design solutions that fail to address real concerns.

“By selecting specific research projects, we sometimes
do the threat-identifying part for users, but in doing so,
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we often forget that participants’ own views of which
threats are important may be different.”

Researchers also emphasized that the success of a
HCTM exercise heavily depends on thorough groundwork
(§4.2.1). Further, rather than arriving with a fixed view of
participants’ experiences, researchers treated threat mod-
eling as an iterative process. They continuously refined
their understanding through ongoing interaction, allowing
participants’ concerns and definitions of harm to guide the
direction of the work.

Researchers often began with broad questions, allowing
participants to define threats in their own terms. Direct
questions about privacy or security tended to yield limited
responses, as participants rarely used those terms, even when
describing relevant behaviors. This aligns with prior work
showing that people understand privacy contextually and
practically [57], [73]. One researcher reflected:

“So in a recent study, we did ask the question, ‘What
does privacy mean to you?’ And our participants said
almost nothing. But we had just spent 30 minutes
discussing behaviors clearly tied to privacy. We got
much more rich data when we talked to them about
specific issues that their community was facing, and
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their behaviors in response to those issues.”

To elicit threat models, researchers often relied on a
consistent set of keywords or “entry points”. Researchers
frequently mentioned asking about cybercrime, negative ex-
periences, uncomfortable situations, challenges, concerns,
and things participants didn’t like about a system. They
also asked about protective strategies, which offered insight
into what participants felt the need to defend against. Some
researchers used structured prompts based on prior work,
such as taxonomies by Thomas et al. [83] or Warford et al.
[89], to ensure important risks were not overlooked.

One researcher emphasized that effective threat model-
ing goes beyond listing potential risks. What differs across
populations is not only which threats exist, but how they are
experienced, how frequently they occur, and the extent of
harm they cause:

“Ideally, there’s already research that establishes the
baseline — what the concerns are, what the risks are. So
for most of the groups we work with, the question isn’t
really what the risks are. We sort of already know that.
It’s more about which of those risks are more severe
for them. Which ones are they more likely to face?
Which ones are more prevalent?”

4.3. Challenges

We asked researchers about the challenges they face
to better understand the barriers that shape how human-
centered threat modeling is done. Researchers had few
answers to these challenges, indicating these may be areas
where the community needs to organize solutions.

4.3.1. Navigating researcher harms. Researchers fre-
quently experience significant emotional and psychological
strain in their work. The research process requires a degree
of vulnerability from researchers, which can be emotionally
taxing. This vulnerability is especially pronounced for re-
searchers from marginalized populations working with com-
munities they are also part of [45]. For these researchers, the
rejection of a paper on such topics can feel deeply personal.
When others dismiss the significance of these problems, it
often feels like a dismissal of their own lived experiences.

“I relate to a lot of the marginalization experiences of
the communities I study. When people question whether
this research really matters, it feels like they’re denying
the realities I've lived. That kind of rejection stays with
you.”

Researchers often felt overwhelmed or depressed when
they couldn’t offer meaningful guidance to individuals fac-
ing serious safety threats. For example, one researcher
highlighted the difficulties of addressing Al-driven threats,
such as the creation of manipulated or entirely fabricated
explicit images. Traditional advice, such as refraining from
sharing intimate photos, is increasingly ineffective given the
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sophistication of generative tools Changing societal norms
may be the only meaningful response, but this can feel
overwhelming and unattainable in the short term.

4.3.2. Methodological challenges. Researchers reflected on
the methodological challenges of identifying and measuring
threats in HCTM. A central challenge is that researchers
often work with incomplete or imperfect data while trying to
model harms that are nuanced, context-specific, and resistant
to quantification. For example, much of this work relies
on self-reported data, such as interviews or focus groups,
which can be limited by recall issues or social desirability
bias. Researchers also noted that individuals may not fully
recognize the threats they face. For example, one researcher
described how participants routinely used smart TVs with-
out realizing they were internet-connected or capable of
collecting and sharing personal data. This made it difficult
to surface accurate threat models without prompting, which
risked introducing bias. Even researchers struggled to under-
stand risks when companies did not disclose how systems
collect, store, or share data. Estimating threat prevalence
was similarly difficult.

“Measuring prevalence is really hard — even at [big
tech company], even with all the data we have. Like,
there’s no one with enough of a view across the whole
internet to understand what real prevalence metrics
look like for lots of these things.”

Researchers also described facing ethical dilemmas
when they became aware of threats that participants them-
selves had not recognized, especially when no clear solu-
tions or mitigations were available.

“Should a researcher inform people about the threats
they face, or should they let them remain unaware?
There’s a real moral dilemma in that.”

Many emphasized the importance of building trust with
communities, which often required slow, informal engage-
ment: attending events, running workshops, or simply show-
ing up without any promise of academic reward. Part-
nerships with community organizations could help support
trust-building, but also introduced subtle pressures around
research outcomes.

“And so when you, like, recruit through an organiza-
tion, there can be this feeling of like, well, we helped
you, therefore we were hoping that your results are
what we wanted to hear.”

Establishing trust also raised tensions between allyship
and objectivity. Researchers spoke about the challenge of
maintaining scientific rigor, particularly during data collec-
tion and threat elicitation, where personal empathy had to
be carefully managed to avoid inducing bias.

“Being as scientific and as factual as possible... I think
with people it can get very emotional, right? And you
really are going to feel for for the folks that you're
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working with.”

Finally, researchers described persistent recruitment
challenges. Online efforts often attracted scam accounts or
bots, a problem also documented in HCI research [59], but
verifying participants via camera felt intrusive, especially
in sensitive contexts. Researchers also found it difficult to
retain participants in longer-term studies and, as a result,
sometimes avoided multi-phase or longitudinal studies al-
together. Recruitment for small or high-risk groups was
slower and required more effort to convey the study’s value.
In some cases, researchers turned to proxies, such as case
managers instead of migrants or teachers and parents instead
of children, to speak to community experiences without
direct access. This may also be appropriate for reducing
harm when working with at-risk populations [7].

4.3.3. Impact. Researchers shared that translating their
findings into impact was often slow, uncertain, and struc-
turally constrained. For those conducting qualitative or
community-based work, findings were often grounded in
a single population or organization, making it difficult to
generalize across settings with different cultures, processes,
or priorities.

“ I run into this a lot too, especially with qualitative
work—it’s often a bounded case study. You're look-
ing at one organization, and every organization is
so different. They have their own culture, their own
processes, their own way of doing things. So it can be
really hard to figure out how to make those findings
actionable elsewhere. ”

Several participants pointed to a disconnect between
researchers and practitioners, echoing prior work on the
researcher-practitioner gap in human-centered cybersecu-
rity [31]. Researchers often lacked access to implementa-
tion partners, and practitioners were unaware of relevant
research. One participant noted they only learned about
academic work after leaving industry, pointing to a broader
gap between the two communities.

Participants also described technical barriers to building
and maintaining consumer-facing tools. While LLM-based
assistants like ChatGPT and Claude have made prototyping
easier, deploying these tools at scale remained difficult.
Researchers faced challenges around compatibility across
systems, managing software updates, and supporting diverse
user configurations. These issues echo and add to prior ex-
periences from long-running academic deployments, where
researchers struggled with limited user engagement, and
the difficulty of communicating complex behaviors without
alarming users [35].

Participants in our study framed these challenges as
structural problems tied to academic incentives, labor and
funding models. Broader impact through press, public en-
gagement, or policy work took time and was rarely re-
warded. Similarly, for example, researchers shared that grad-
uate students, who often led human-centered threat modeling
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studies, usually left after publication, making it difficult to
follow through on future work.

“I think that’s a big tension we have in academia,
which is, like, it would be great if someone did this
thing, but, you know, this student wants to graduate
and go, so probably not them.”

Participants grappled with the question of whether and
when technology should be positioned as the solution to
sociotechnical problems. While technical interventions were
seen as potentially valuable, researchers expressed uncer-
tainty about how to move from contextual insights to ac-
tionable designs.

“I’'m not exactly sure how to bridge that gap—there are
probably useful ways that technical computer security
research could contribute, but translating findings from
a specific population into something actionable has
turned out to be a pretty rare opportunity.”

Some also described feeling discouraged when designing
interventions, recognizing that a solution may not be able
to fully address a given harm. They highlighted the tension
between wanting comprehensive fixes and the need to build
incrementally.

“And I think sometimes we can have a little bit of the-
perfect-is-the-enemy-of-the-good thing, which is like,
‘Oh, we can’t build anything because it’s not going to
address all the things.”

4.3.4. Publishing. Researchers described the difficulties of
publishing HCTM work within traditional privacy and se-
curity venues. This work often requires slow, deep, on-
the-ground community-based research (§4.2.1) that may be
best achieved with qualitative methods. Participants reflected
on the tension between doing what was methodologically
appropriate for their research and what would be accepted
by reviewers. In many cases, they felt compelled to pri-
oritize field norms, such as using large survey samples,
inter-rater reliability measures, or standardized demographic
categories, over practices better suited to their population or
research goals. One researcher described how “everyone’s
got their pet qualitative coding methodology,” and they
only consider that to be the “right” way. For those working
with small, hard-to-reach communities, these expectations
frequently conflicted with what was possible or ethical.

Similar tensions have been observed in HCI. Soden et
al. argue that interpretive research is often reviewed through
positivist lenses, leading to inappropriate expectations such
as frequency counts, standardized coding procedures, or
participant IDs for every quote. They caution that such
expectations can result in a kind of “methods theater,” where
surface-level signals of rigor are prioritized over depth,
reflexivity, and epistemological coherence [72].

Beyond methods, researchers also described the pressure
to demonstrate novelty and impact. Studying issues like
systemic harassment or surveillance, they felt reviewers
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expected clear solutions, even when the problems were
structural and resistant to simple fixes.

“And I'm like, if [ knew how to solve gender stereotypes
in society, trust me, I would have, you know.”

Researchers described the challenge of presenting
human-centered findings in ways that communicate to a
broad audience the substance of a human-centered threat
model. Rich, contextual data did not easily translate into
diagrams that provide both substance and a meaningful
overview. One researcher recounted collaborating with an
applied cryptographer to create a diagram that mapped user-
reported threats across devices and data flows. Despite their
efforts, they eventually abandoned the visualization, unable
to produce something that felt both accurate and meaningful.

Finally, researchers described a recurring contradiction
in how their work was evaluated. Findings were at times
dismissed as lacking significance and, paradoxically, also
criticized as overly obvious.

“There’s this weird contradiction where some peo-
ple say this research isn’t important or this problem
doesn’t exist, but then they’ll turn around and say your
findings are obvious. It’s really frustrating.”

4.4. Next Steps

HCTM has produced a wealth of insights and recom-
mendations, however synthesizing these into actionable next
steps remains a significant challenge. We asked researchers
about their visions for the future of human-centered threat
modeling in part to understand how the field might move
from surfacing threats to supporting real-world change. Sev-
eral described grappling with this problem, with one calling
it “the million dollar question.” Many of the strategies
they described apply across security, privacy, and HCI [14],
[31]. Among our participants, there was a strong drive for
impact with their HCTM work, centered in their values and
motivations to help improve security and privacy outcomes
for the people they worked with.

Participants stressed the need to get research in front of
the people who can act on it, rather than waiting for someone
to stumble across a paper in a proceedings archive. They
encouraged researchers to go beyond academic publishing
by sharing their work through public channels like op-
eds, press coverage, and social media. These formats were
seen as useful for drawing attention from policymakers,
journalists, and platform teams. They noted that achieving
change beyond academia may require hiring consultants,
lab coordinators, or op-ed writers who can help sustain
partnerships, communicate findings, and build long term
capacity for impact.

4.4.1. Engaging with industry. While current academic
work often identifies clear implications for design and
platform governance, researchers felt that these findings
rarely reached the teams positioned to act on them. This
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reflects what Haney et al. describe as a persistent “research-
practice gap” in human-centered cybersecurity: even when
researchers produce actionable insights, they often struggle
to make them visible, relevant, or timely enough for practi-
tioner uptake [31]. Some participant suggestions that mirror
Haney et al. include (1) more intentional collaborations
with platforms and companies, (2) building more structured
relationships with industry by proactively identifying entry
points, such as existing contacts, industry events, or invited
talks; and (3) rethinking how academic work is packaged
for industry, suggesting companion outputs, such as slide
decks, one-pagers, or wireframes, that make findings more
accessible to tech companies.

Other findings add depth and nuance to Haney et al.
While their work focuses on engagement with security
practitioners [31], our participants emphasized the need to
reach a broader range of industry stakeholders, including
designers and product teams, who may not self-identify as
security practitioners but whose decisions profoundly shape
users’ security experiences.

Participants also raised questions about how to mea-
sure influence when industry engagement succeeds. They
emphasized the importance of developing more transparent
and reciprocal feedback channels, so that researchers can
better understand whether, when, and how their work shapes
platform policy or design.

“We made a recommendation for gender-based match-
ing and published it in a paper. Then, [the next year, a
major platform] implemented a similar feature. I can’t
say whether it was because of our work or not, but
coincidentally, after we made the recommendation, the
feature was implemented.”

Some participants saw value in pursuing a different
route: developing and deploying solutions themselves when
platforms were uninterested in certain problems. However,
they also described the significant challenges involved in
this path, such as maintaining compatibility across systems,
testing at scale, and ensuring public visibility (§4.3.3). With-
out large support teams or marketing budgets, researchers
found it difficult to sustain these tools over time. As a
result, several participants called for stronger infrastructure
to support academic deployments, including funding for
technical staff, long-term maintenance, and outreach.

4.4.2. Engaging with policymaking. Because HCTM often
surfaces harms that fall outside existing legal categories,
participants saw value in shaping how policy problems are
defined. Some began by including policy-relevant language
in their papers, such as concrete recommendations for regu-
lators. Others engaged more directly by responding to fed-
eral requests for comment or submitting input to the Federal
Register, indicating that this could get lead to invitations for
deeper participation in the policymaking process.
Researchers also saw value in taking a leave from their
university to work in the policy sector, and in using their
findings to push back against problematic narratives or
suggest alternate approaches rooted in empirical evidence.
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“So in the technical domain, when we see policymakers
running down questionable paths, that’s usually when
I end up doing some advocacy.”

Several participants focused on theory-building as a
way to influence how policy problems are conceptualized.
Because regulation often responds to defined violations,
they saw value in translating human-centered risks into
frameworks that policymakers could act on.

“I think I lean more heavily on theory building [...]
like, here is a theoretical framework for talking about
risk models and privacy and security, to actionable
outcomes. And because regulations are based on vio-
lations, we can transform risk into a form of violation
in some way — and then come up with things to do
there. ”

Despite strong interest in policy engagement, partici-
pants reported having little training or support in how to do
this work effectively. They called for more resources to help
researchers write for policy audiences, understand regulatory
processes, and build relationships with decision-makers.

4.4.3. Engaging with society. Participants envisioned a fu-
ture in which HCTM expands to include deeper engagement
with societal infrastructures, particularly in settings where
technological interventions alone are unlikely to address root
causes of harm.

Researchers called for the field to work more inten-
tionally with local, community-based educators, including
librarians, community center staff, and other trusted figures
who already support digital safety practices. While these
individuals may not have formal technical backgrounds,
participants emphasized that they hold valuable local knowl-
edge and community trust. They envisioned collaborations
to co-create tools, trainings, and educational materials.

“So for example, I'm shifting away from focusing on
recommending design or policy changes. Instead, I'm
partnering with these community educators who are
already on the ground, working directly with people
to teach them about these topics, and I'm trying to
find ways to further empower them, trying to help them
help other people.”

Participants suggested that reaching out to journalists
could be another valuable pathway for societal engagement,
helping to amplify research-informed solutions and bring
attention to under-addressed harms through public discourse.

Participants emphasized that engaging with society re-
quires creating thoughtful mechanisms of societal engage-
ment. Two exemplary projects illustrate how research can
inform real-world practice: NYU’s IoT Inspector* project
[36] promotes public empowerment through an open-source
tool that enables users to audit their smart home devices,
and Cornell Tech’s Clinic to End Tech Abuse® embeds re-

4. https://inspector.engineering.nyu.edu/
5. https://ceta.tech.cornell.edu/
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search within support services, providing front-line services
to survivors of intimate partner violence facing technology
abuse [23], [24].

“As a community, we need to move forward toward
putting these ideas into reality. For example, in the
context of intimate partner violence, there have been
clinics and similar efforts, and researchers are also
working with those organizations to translate what
they’ve found and explore how they can further support
these populations.”

4.4.4. Changes in the research community. Participants
called for systemic changes to a research culture that values
novelty and polished outcomes but rarely supports incre-
mental progress, long-term thinking, or the messy realities
of system design and maintenance. While HCTM has made
progress in understanding user experiences and proposing
design recommendations, participants expressed a desire for
more actionable follow-through.

“One concern I have for the whole community is that
we put a lot of work into understanding people and
on deliberate, detailed discussions about what our
recommendations should be. But I feel like there’s less
attention to the actual implementations, to actually
building those systems, and getting them tested in the
real world.”

They described how design work is rarely a one-time
effort; it requires iteration, real-world testing, and often
years of sustained work. This long, uncertain process does
not align well with current academic incentives, which tend
to reward polished outcomes and fast results. They called for
the community to value contributions that document failure,
surface obstacles, and reflect the complexities of design.

“System building isn’t something that can be done in
one short effort and then it’s finished. It has to be a
very iterative process, and the amount of work involved
can take years to complete. And that kind of work often
isn’t appreciated in the research community, because
there’s a desire to see a successful end product”

Others wanted contributions like coalition-building, ed-
ucational tools, and theory-building to be recognized along-
side technical solutions. Some chose to publish in venues
like CSCW, where frameworks, patterns, and reflective anal-
ysis are more welcomed.

Participants called for more deliberate attention to the
quality and context of design recommendations. Rather
than stopping at generic suggestions like calls for more
transparency, they encouraged deeper reflection on plat-
form incentives, implementation barriers, and the broader
sociotechnical dynamics shaping intervention success. Some
researchers called for reexamining the implicit standards
around writing design recommendations, which can lead to
repeating familiar ideas even when they may not be the
most effective or contextually appropriate. One researcher
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said they would be more willing to develop concrete recom-
mendations if there were formal pathways for practitioners
to engage with them, such as industry feedback loops, or
dedicated venues that facilitate this kind of exchange.

“What I usually miss in these recommendations is the
bigger picture—the context and the other factors that
make it hard to implement them. Like the incentives to
make money, or how bigger platforms may not want
to do something if it costs money. That discussion is
often missing.”

Participants described the need to identify broader pat-
terns, rather than treating each population in isolation. They
noted that many concerns exist across populations, so “sud-
denly it’s not a small issue anymore”. They encouraged work
that maps how certain harms and protective behaviors recur
across sociotechnical contexts to surface which threats are
widely shared, which vary in salience, and which tradeoffs
matter most across settings. Several pointed to existing
works that draw such connections across fragmented re-
search areas, including systematizations by Thomas et al.
[83], Warford et al. [89], and other works examining paral-
lels across contexts such as online dating and gig work [62],
or undocumented immigrants and incarcerated individuals
[58]. They called for more infrastructure grants to support
data gathering that would be needed to identify emerging
security and privacy issues across diverse contexts.

5. Discussion

We discuss key lessons learned across researchers’ cur-
rent practices, motivations, and challenges. We then reflect
on future directions for advancing HCTM based on the
needs and opportunities participants surfaced.

5.1. Lessons Learned

We reflect here on what we learned from conducting
these interviews as compared to the SoK on HCTM that we
worked on previously. Broadly, the motivations, challenges,
and next steps are all themes that could not be derived
from a literature review since they represent thoughts on
the direction of the field that are not typically written in
academic papers. We were also able to gather more detail
on groundwork and methods for eliciting threat models that
happen behind the scenes. Following are some concrete
reflections on what we have learned.

HCTM should be a collaborative process between
researchers and participants. Our interviews demonstrate
there are some limitations to conducting HCTM as an
exercise that is purely devoted to understanding participant
experiences. While centering humans is essential, researcher
expertise can add new dimensions, particularly in areas
where people may be unaware of risks they may face.
Likewise, solutions to mitigating threats likely hinge on
collaborations that include participant-centered design and
expert perspectives.
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Values are embedded in the work. The HCTM com-
munity brings together a marvelous breadth of researchers,
each contributing distinct perspectives and values. Some
center deep community engagement, others build infrastruc-
ture. Some pursue justice, others advocate for autonomy,
privacy, or ensuring everyone has a voice. We see value
in learning to recognize the values embedded in published
work, both to foster deeper collaboration and to strengthen
papers through more diverse, critical perspectives. How-
ever, explicit disclosure of values in positionality statements
brings some risks [45]; we now see a growing concern that
they may also invite scrutiny or jeopardize funding, amid
the recent backlash against equity-focused research in the
U.S. [50], [53].

Groundwork is a continuous responsibility. Our find-
ings reinforce that groundwork is not a preliminary step
that can be completed and set aside. Rather, groundwork is
a continuous, evolving responsibility that remains essential
throughout the research process. Building trust, connecting
with people to understand their perceptions, adapting meth-
ods to emerging insights, adjusting to new technological
capabilities, and maintaining embedded relationships with
communities are central to producing credible and ethically
grounded threat models. Newer researchers, in particular,
should be aware that effective HCTM cannot be achieved
by “diving in” without sustained investment in groundwork.

Threat elicitation should start broad and stay
participant-centered.

Threat elicitation is most effective when researchers
begin with broad, participant-centered inquiry rather than
predefined threat categories. Researchers who are experi-
enced in systems threat modeling may think they can di-
rectly ask participants about threats they perceive. However,
open-ended, context-sensitive questions allow participants to
surface their own concerns and definitions of harm, avoiding
the constraints imposed by the researcher’s framing. Avoid-
ing priming language such as “privacy” or “security” at
the outset contributes to more authentic and credible threat
models.

Relationships with communities are both necessary
and complicated.

Researchers who work with communities repeatedly
stressed the importance of building relationships founded on
trust. This often requires authentic engagement with com-
munities in non-research settings. This relationships become
complicated when trust leads to expectation and pressure
regarding research outcomes. They can be further compli-
cated when a researcher must navigate tension between em-
pathy and objectivity. Maintaining scientific rigor requires
care. This is an area where mentorship from experienced
researchers is particularly helpful for newer researchers, and
where community-building among researchers can help lead
to shared expectations and best practices.

Structural barriers limit impact, not researcher in-
tentions. Our study highlights that many barriers to im-
pact arise not from researcher intentions, but from broader
structural constraints. Short project timelines, graduation
cycles, a lack of institutional mechanisms for sustaining
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partnerships, and limited recognition for public-facing work
all limit the ability of HCTM research to produce long-
term change. Those most successful at maintaining long-
term engagement have built institutional support, engaged
in partnerships outside the university, or developed research
programs around a general-purpose infrastructure.

Impact must be imagined as collective and incremen-
tal, not individual and immediate. Building relationships,
shaping norms, influencing policy, and sustaining impact
requires long-term vision and coalition-building over years,
rather than the completion of a single paper or technical
intervention. Researchers should design studies with a five-
to ten-year vision for how their work might contribute to
broader social change.

5.2. Future Directions

To guide the reader, we italicize recommendations for
future work in this section, linking them to challenges and
next steps that participants discussed.

5.2.1. Strengthening the impact of HCTM. Participants
emphasized that expanding the scope of HCTM is essential
for the field’s future. Studies that result in small-scale, rich
contextual insights are valuable for informing the threat
landscape of particular communities or technologies. Partic-
ipants likewise expressed that identifying threats or harms
alone is not enough. To fulfill its goal of reducing harm,
HCTM must confront the challenges of turning insights into
action, whether in technology, policy, or society. Moving
from understanding to intervention is rarely straightforward.
Building bridges to industry (§4.4.1), engaging in policy
processes (§4.4.2), and collaborating with local educators
and community infrastructures (§4.4.3) all represent promis-
ing pathways for extending impact, but each demands forms
of labor, expertise, and time that are difficult to sustain under
current academic structures.

One step that could begin to address this problem is to
establish norms for reporting downstream impact beyond
publication, such as adoption of a solution, a sustainable
intervention, or influence on policy or design decisions.
This could help the field to assess whether HCTM improves
security, privacy, or safety outcomes, or which approaches
work best in different settings. This could begin to address
structural problems with academic incentives (§4.3.3), while
also helping the community identify successful impact that
can be emulated (§4.4).

In addition to gaps in sustaining impact, our interviews
suggest a need for greater communication and systemati-
zation among the researchers that practice HCTM. The
field mixes researchers from security, privacy, and HCI
backgrounds, so there will naturally be differences in termi-
nology, approaches, methods, and even what makes a strong
contribution. We recommend the community strengthen
communication across HCTM researchers through devel-
opment of shared vocabulary and conceptual grounding
across security, privacy, and HCI. Even simply recognizing
that they are addressing similar forms of harm through
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different lenses would be helpful. This would help address
fragmentation in terminology, methods, and expectations,
support clearer articulation of contributions during publish-
ing (§4.3.4), and enable more consistent comparison and
accumulation of findings across studies.

Addressing these gaps will also require rethinking how
human-centered security research is supported. Strength-
ening impact depends on interdisciplinary collaboration,
partnerships beyond academia, and long-term institutional
commitment. One step the field would benefit from is
to create intentional, cross-sector spaces, such as policy-
focused workshops or informal networks, that bring together
researchers, industry partners, and policymakers to facili-
tate the translation of research into action. For example, we
could imagine efforts for HCTM modeled after initiatives
like Hackers on the Hill [2], where researchers and practi-
tioners engage directly with policymakers to discuss paths
for change. Moreover, the security and privacy community
would benefit from discussions around central questions,
such as how human-centered research should be evaluated,
how impact can be measured, and how to scale both fund-
ing and impact. In addition to helping researchers identify
paths to impact (§4.3.3), these efforts could help researchers
share best practices on navigating researcher harms (§4.3.1),
plan solutions to shared recruiting challenges (§4.3.2), and
create reviewing norms that provide shared expectations for
publishing (§4.3.4).

Our findings also point to a limited understanding of
how human-centered threat modeling is practiced outside of
academic contexts. While some participants in practitioner
and engineering roles offered initial insight into real-world
settings, these perspectives were not the primary focus of
our study. As a result, we have only a partial view of
how threat modeling is shaped by organizational constraints,
timelines, and incentives, or how closely existing practices
align with HCTM principles. There is thus a need to in-
vestigate whether and how HCTM is practiced in industry,
and whether current HCTM approaches fit, fail, or require
adaptation in real-world contexts. This dialogue would help
bridge the research-practice gap (§4.4.1) and assess the
extent to which HCTM principles are already embedded in
practice, as well as how organizational constraints, time-
lines, and incentives shape threat modeling in real-world
contexts.

5.2.2. Embracing pluralism of methods. The reflections
in this study suggest that HCTM must maintain openness to
pluralism. Participants envisioned diverse pathways for im-
pact, recognizing that the threats people face, the strategies
for addressing them, and the sociotechnical environments
in which they occur will continue to differ across contexts.
Similarly, Wei et al. argue that epistemic diversity of meth-
ods is essential to uncovering the underlying reasons behind
sociodemographic differences in security behaviors [91].
This also has implications for how the community
evaluates research. We recommend the community adopt
review practices that account for methodological diversity
and recognize that rigor and contribution are demonstrated
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differently across contexts and approaches. Reviewers must
remain open to the idea that different problems or popu-
lations may require different methods, that smaller sample
sizes may sometimes be appropriate, and that different ap-
proaches to analysis may be necessary depending on the
context. These reflections align with similar calls in HCI
[72]. This can help address tensions researchers face when
publishing qualitative studies (§4.3.4), mitigate researcher
harms (§4.3.1), and support a broader range of valid contri-
butions within HCTM.

Some researchers have begun efforts to address chal-
lenges in reviewing diverse methods; for example, Jessica
Vitak has compiled a community-shared document offering
strategies for responding to common reviewer misunder-
standings of qualitative work [88]. The community could
seek partnerships in other disciplines to help strengthen the
use of methods that are relatively new to computer science.
The community could likewise seek collaboration between
qualitative researchers with systems researchers or applied
cryptographers to work jointly on problems, rather than
staying in silos. We recommend the community encourage
discussion among researchers with different approaches to
threat modeling. We believe this could push them out of
comfort zones and unify effort. This can also address chal-
lenges in publishing (§4.3.4) and align with participants’
recommendations for changes to evaluation and contribution
norms (§4.4.4). The field’s growth may depend not on stan-
dardizing how threat modeling is done, but on strengthening
its ability to navigate complexity, and similarly recognizing
when technical interventions are appropriate, when social or
policy interventions are needed, and when translation across
domains is necessary.

5.2.3. Navigating political constraints. Our analysis of
these interviews coincides with a new political climate in the
U.S., with numerous cancellations of research grants [50],
[53], [55], in some cases specifically targeting work that
seeks to help marginalized and at-risk populations [70]. We
now face an existential question of whether research of this
nature can still be funded in the U.S. and how researchers
might work within this climate to continue to advance the
work.

Separate, subsequent conversations with colleagues have
indicated a need to carefully word grant applications to avoid
running afoul of unapproved words or ideas, a circumstance
that echoes some previous periods in U.S. history [75], such
as McCarthyism, but is relatively new to this generation of
researchers. This may be particularly difficult when values
such as social justice are embedded in the research [8]
and the motivation for the research draws on a large body
of community-based participatory research that focuses on
marginalized or at-risk populations. It may be easier to
receive funding for HCTM work that is more technology-
focused, however positioning this work within the broader
HCTM research space likely still requires referencing work
and ideas that are not approved by U.S. government agen-
cies. Thus researchers may need to use international or non-
profit collaborations to find funding that enables the work to
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continue. This could simultaneously help broaden the field
to include non-WEIRD populations [33].

6. Conclusion

Our findings demonstrate that threat modeling often
takes shape through iterative and reflexive work rather than
through a single defined process. Participants reflected on
the values that motivate their work, including care, justice,
and accountability, though these values sometimes come
into tension with practical constraints. Participants describe
a wide range of approaches to threat elicitation, many of
which are developed or adapted based on the needs of their
communities and the limitations of existing tools. Partic-
ipants enumerated a variety of structural challenges that
hinder HCTM work, such as securing long-term funding, in-
stitutional support, or clear pathways to action, which limits
their ability to sustain relationships or implement findings.
As interest in human-centered approaches to security grows,
these insights inform how the research community defines
good practice, allocates resources, and builds structures that
allow this work to be sustained over time.

7. Ethics considerations

This study was approved by our institutional review
board. All participants provided informed consent and were
told they could skip questions or withdraw at any time. We
chose not to offer compensation for participation, to avoid
distorting relationships between researchers and participants
who are active in the same field. To protect participant
identities, we redacted information that directly identified
participants from transcripts and replaced specific research
topics or community names with anonymized alternatives
where necessary. Before submission, we sent the paper draft
and a short summary to all participants (§3.5) so they could
review how we represented their views and suggest clarifica-
tions. Because our study discussed researchers’ own work,
which is often public, we also asked participants to flag
any passages that might inadvertently identify them or their
collaborators. We incorporated all requested edits to ensure
participants were represented anonymously, accurately, and
respectfully. We do not plan to release transcripts upon
publication because the collection of stories a participant
tells, along with references to their own work to explain
process or illustrate a point, would likely compromise their
identity.
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Appendix A.
Interview Guide

« Intro, consent, purpose of the study
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— First, do you think, broadly, my characterization of
your work is correct?

How do you see yourself positioning your research

within the broader landscape of human-centered threat

modeling?

In your work on human-centered threat modeling, how

do you build understanding of the people or users

whose experiences inform your study?

— What steps do you take to ground your work in their
perspectives, especially when you are not part of that
context yourself?

What kinds of challenges did you encounter while

conducting this research?

— How did you navigate or respond to those chal-
lenges?

— Despite the difficulties, what do you find most mean-
ingful or rewarding about doing this kind of work?

How did you surface or elicit the threats relevant to the

people or users you studied?

— Did you ask directly about threats and harms, or did
you find it more effective to use a different, perhaps
more nuanced, approach to uncover these insights?

What are your long-term goals with this line of re-

search?

— In what ways do you hope your work will support
or benefit the communities or users you study?

— What strategies do you use to move toward those
goals?

How do you see your research making an impact?

— How do you assess whether your work is reaching
the people or systems you hope to influence?

We now have a growing body of research with rec-

ommendations that touch on technical systems, social

practices, and policy change.

— From your perspective, what should be next for our
community?

— How do we move from recommendations to mean-
ingful action?

What personal values guide your work in human-

centered threat modeling?

— Do these values shape the kinds of questions you
ask, the methods you use, or how you engage with
the community or users your research involves?

— Has your thinking about threat modeling evolved
over time?

* Were there moments in your research where your
own assumptions or methods shifted based on
what you learned?

Based on your experience, what advice would you give

to other researchers working in this field?

— Are there particular practices or approaches you’ve
found especially helpful?

Thank you for sharing your insights and experiences.

Before we close, do you have any final thoughts, ques-
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tions, or anything you feel was important but we didn’t
cover?

Appendix B.
Member Checking

Dear [Participant Name],

We hope this message finds you well. Thank you again
for generously sharing your time and insights for our study
on human-centered threat modeling. We’ve put together
a draft of the paper based on the interviews, and we’re
reaching out to check whether the way we’ve represented
your perspective (and the field more broadly) feels accurate
to you before we move forward with submission.

We’ve attached both (1) a summary of findings if you
prefer a high-level overview and (2) the full paper draft in
case you’d like to see the complete write-up and how any
anonymous quotes were used in support of the findings. You
are welcome to read either or both.

If you’re willing, we’d appreciate your thoughts on any
part of the paper, but particularly on the following questions:

1) After reading through the findings, what are your gen-
eral thoughts?

2) How accurately do you feel the findings captured your
thoughts/experiences?

3) Is there anything you feel should be added or empha-
sized more to better represent your experience?

4) Is there anything you would prefer be removed or
revised? If so, could you share why?

Any feedback you’re able to provide is entirely optional
but would be incredibly valuable. Please feel free to respond
in whatever format is most convenient (e.g., send us the PDF
with your annotated comments, reply to this email). Thank
you again for contributing to this work!
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Appendix A.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

A.l. Summary

The paper provides findings from an interview study
with 23 researchers in human-centered thread modeling
(HCTM). These findings offer a “behind-the-scenes” look at
these researchers’ process. In particular, the paper surfaces
values underlying HCTM in research and challenges, both
institutional and ethical, to doing this work.

A.2. Scientific Contributions

e Provides a Valuable Step Forward in an Established
Field.

A.3. Reasons for Acceptance

The paper provides a valuable step forward in an estab-
lished field. HCTM is emerging as an approach to devel-
oping threat models that align with real-world contexts and
problems, yet we do not have deep understanding into the
process researchers undergo when using this approach. This
paper offers valuable insights into the process and specific
challenges. The qualitative methodology is clearly docu-
mented, including how participants were selected, interview
procedures, the coding process, and validation via member
checking.
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